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Abstract: Social networking mobile Ad Hoc have no centralized infrastructure, so it is difficult to
provide authentication services. Much work is ongoing and no complete solution to secure mobile ad
hoc networks against attack has been made to date. This problem remains a major problem facing
today's researchers in the field of ad hoc networks. Through this article, we proposed a security scheme
for mobile ad hoc social networks where OLSR is the routing protocol .We have chosen the OLSR
routing protocol because it is the most widely used ad hoc community. In general the attacker can
delete, modify, copy control messages to send false messages. Our scheme consists of detecting the type
of attack, the checks and then ends with alert the nodes of mobile social network. These three elements
is based on the addition of five messages " Hreq , Hrep, HAlert, Probing and ACKprob" in the OLSR
protocol. For the exchange of a package of Hreq , Hrep and HAlert ; and to provide authentication as
well confidentiality. We have proposed the dual use of public key encryption; the message will be
decrypted only by the true recipient and to ensure safe exchange of a package of Probing and
ACKprob, we proposed an architecture through the use of RSA and MD5 to sign messages. The
proposed solution is easy to deploy and requires no time synchronization or location information nor
does it require any special equipment or complex calculation.
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I. INTRODUCTION

Wireless ad hoc network is a system in which computer systems that compose it can
communicate independently via radio waves. Computer systems, or nodes, to exchange information
directly, or should the node they want to reach is out of reach, through intermediate nodes. The routing
function in these systems is essential as it is for each node to form their own picture of the network
topology. The problem of security of these ad hoc networks is a subject topical.

There are primarily two types of routing protocol in ad hoc networks. The reactive routing
protocols (AODV, DSR) that initiates the search for a route when trying to reach a destination that is
not contained in the routing table. The proactive routing protocols (OLSR, FSR) that maintain
regularly update the information in the routing table with route discovery requests. Note that the
hybrid algorithms exist. They then make use of both protocols under different conditions.

Two types of algorithms used to maintain accurate routing tables. This is the distance vector
algorithms and link state. In general, the route discovery is as follows. When a node wants to transmit
a message to another node it broadcasts a route request different denominations according to the
protocols. The road was then built as and when his discovery to the recipient once attached can return
a message back to sender. The road is then set and the actual data exchange can take place. In the
absence of authentication, confidentiality, integrity, etc. Ensuring the smooth running of these
protocols, network stability can be greatly compromised.
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Much work is ongoing and no filling solution from end to end security of an ad hoc network
has been presented to date. The objective is indeed complex. The issue of privacy is almost solved but
major gaps remain in terms of routing protocols. For this reason, the subject of this article focuses on
the security of routing protocols. We have chosen the OLSR routing protocol because it is the most
widely used in ad hoc community.

The design consideration for MANET made a number of differences with the traditional
centralized networks, namely: (i) Dynamic Toplogy [8] ; (ii) Resource Contraints [11] ; (iii) Low
Cost ; (iv) Limited physical.

MANET is subject to a number of attacks. For example, an attacker in the MANET node may
not be willing to route packets to other nodes. On the other hand, more sophisticated attacks against
MANET routing can disrupt the route discovery. In addition, they may interfere with maintaining ride
disobedient routing protocols. Blackhole Attack [17] , Byzantine Attack [2] , Wormhole Attack [3]
[1], and Spoofing Attack [4] are illustrations of various threats for MANET that will be detected and
avoided by our security scheme.

For the purposes of group communication security, cryptography has been integrated in
MANETs. Among the most popular techniques, symmetric [9] [10] and public key infrastructure
(PKI) [12] [13] [14] [15] [16].

The following section states related work. We analyze the different requirements for secure
mobile social networks being and present OlsrsBook. Our new approach to privacy preserving
services of social networks with the proposed level security routing protocol OLSR.

I1. RELATED WORK

Many researchers address problems related to online social network [24] [25] [26] [27] [28].
Contrary to our type of social network that is completely mobile. In this section, we present the
relevant research.

2.1. Attacks against MANETS

MANETS are vulnerable to different attacks than other types of networks. These cons are
easier to implement because in an ad hoc network, can neither control access to the transmission
medium, or define the boundaries of the network.

The routing protocol, specific to MANET and essential to its operation, it is a favorite target.
Taxonomy of attacks against WLAN is divided into two classes: passive attacks and active attacks.
Passive attacks are based on access by an unauthorized node, to frames that traverse the network to
collect information without altering the data exchanged. Passive listening is to view the content of
messages exchanged between two nodes. Traffic analysis is to destroy for the different exchange
networks, information on the organization or network configuration. Active attacks aim to enable to a
node authorized to modify a message.

2.2. Vulnerability analysis of the Optimized Link State Routing Protocol

In ad hoc mobile networks, routing operations are entirely the responsibility nodes that
comprise them. Unlike wired networks where operations are generally performed by physical devices
dedicated interconnection and managed by a legitimate administration. The key concept used in the
protocol is the use of multipoint relays (MPR). It functions as a proactive protocol, topology
information with other network nodes are exchanged regularly. But as the nodes are independent, the
rules defined by the protocol may appear and cause distortion of the view of the network topology
built.

In [1], we presented a summary of the attacks against OLSR. Now, we will present
mechanisms against measures that exists in the literature and we end with a table summarizing the
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existing solutions. The table (Tabl) summarizes existing solutions to secure the routing protocol
OLSR.

Table 1. Existing solutions to secure the OLSR routing protocol and analysis

Loss of Loss of Target Semantic AdvSig Environment or OlsrBooK
Attacks connectivity message properties [19] trusted third _ _
of OLSR [2] party Time Signature
HELLO Usurpation X X All nodes Yes No Yes Yes
identity
Generation Usurpation Nodes in the Yes Yes Yes Yes
) trafic link X direct
incorrect vicinity of
the
opponent
TC Usurpation X X All nodes Yes No Yes Yes
identity
Usurpation X Subset of Yes Yes Yes Yes
link node
Attague ANSN X X No No Yes Yes
Changing message X Non Yes Yes Yes
Relaying
traffic black hole X X nodes No No Possible Yes
incorrect specific
Replay X X No Yes Yes Yes
Wormhole X Subset of No No Possible as the Yes [1]
nodes black hole
close to the
hole
MPR X X Specific No No Yes Yes
nodes

Authentication. One example of these protocols is SEAD [18] (security extensions to DSDV
where they offered protection against alterations of mutable fields, namely the metric field and the
sequence number field), secure (OLSR extension OLSR). This extension is primarily to discriminate
nodes that are part of the network nodes that do not belong. The disadvantage major of the proposed
method is based on a key management infrastructure more or less adapted to the environment of
mobile ad hoc and do not address issues related to the behavior of internal nodes in the network.

An Advanced Signature System For OLSR. This approach is based on cryptography, where the
direct impact is to ensure network integrity and potentially avoid malicious nodes in the establishment
phase of the roads. The solution requires no modification of the standard OLSR messages but this
approach's weakness raised by Chen [19] is no certificate and its proof is required in the reporting
phase of an asymmetric link. However, the method based solely on the target node for the detection of
anomalies but the proposed method does not locate an attack.

Approach based on an identification system intrusion IDS. In [20], the authors have proposed
a simple security against attack: (1) For manufacturing / modification of TC messages, (2) For state
change links in the HELLO messages. However, the method based solely on the target node for the
detection of anomalies but the proposed method does not locate an attack. One disadvantage of this
method is that warning messages should be disseminated through the network so that each node can
make routing decisions adapted.

Approach based on the correlation of information in the HELLO messages and TC. This is a
generalization of the method proposed previously. In this proposal, no modification of the protocol is
required. The idea proposed by Wang. One advantage of this approach is it requires changes in the
format of protocol messages, but validation of the approach is not formal it means the effectiveness of
the approach is verified by experiment. In [21] and then taken by Cuppens in [22] is to derive security
properties for the routing protocol OLSR from the correlation of information contained in the TC and
HELLO messages. One advantage of this approach is it requires changes in the format of protocol
messages, but validation of the approach is not formal it means the effectiveness of the approach is
verified by experiment.
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Secure processor (Environment confidence). This approach is based on trusted third parties.
The latter, on board each of the nodes being part of the network, is responsible for operations of core
routing protocol such as the generation and processing of control messages and the storage of data
collected. One advantage of this approach is that only the control information generated by the third
party is considered valid on the network. But to consider possible attacks in the retransmission phase.

111. OLSRBOOK

In this section, we describe our security scheme for mobile ad hoc social networks using
OLSR as routing protocol. In our approach, nodes initially try to detect suspicious links and
verification of the attack and finish by informing nodes that there's an attack in the social network.

3.1. Overview of our schematic

The architecture of our system OLSRBooK is shown in Figure 1. OLSRBook consists of two
layers: (a) a physical layer of ad hoc network and (b) a layer of virtual social network. In the network
layer (virtual) social are connected by virtual links where OLSR is used as routing protocol.
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Figure 1. Presentation of the system OLSRBook

Each virtual link is to a communication channel which may be composed of several hops.
Once the friendly relations are established, friends can perform social such as resource sharing,
sending messages, and navigation from each other. Below we detail the essential elements our security
architecture. The figure.3 represents our approach to detect and verify attacks.

3.2. Detect suspicious links:

The OLSR is optimized by the use of multipoint relays. The latter are selected nodes which
send messages to the diffusion process during the flood. The use of MPR significantly reduces the
overhead messages compared to a classical flooding mechanism, where each node transmits each
message when it receives the first copy of the message [23].

Generally the attacker can delete, modify, copy control messages to send false messages.
However, one of the characteristics of attacks against OLSR packet latency is relatively longer than
the propagation time (the attack of the black hole and wormhole).

This is not a sufficient condition for the existence of an attack, because the transmission of
packets affected by various factors such as congestion. This is why we added more messages to check
the attack.

To infer suspicious links, we define two packages new control for OLSR [23] "Hreq & Hrep"
(Fig. 2), they have the same format of the HELLO message, but we added a field to detect suspicious
links from other attacks that do not characterize by latency time.
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Figure 3. Our security scheme for social networks fully mobile using
OLSR routing protocol

After each transmission of N message (The value of N can be adjusted depending on the level
of security), a node encrypts the field "Champ_sig" of message Hreq and sends. When a node receives
a Hreq, it decrypts the field value "Champ_sig" and it records the address of the sender i and time Ai.
To avoid overloading the network with too many messages Hrep, we propose to delay responses to
several requests until it is planned to send its normal HELLO message. The node receives a Hreq, it
decrypts the message and checks if this contains information about Hreq at each of its requests, if there
is no information about its previous requests, the node addresses the Hreq received as a normal Hello
message else the node control the arrival time of received Hreq and the arrival in the waiting period
specified; the node performs the link between itself and the node that sent the Hrep as suspicious and
stops communicating with this node until the end of the verification procedure.

3.3. Verification of suspicious links:

After the detection of suspicious links, the node that detected the suspicious link runs the
verification procedure. To this end, two new messages "Probing & ACKprob" are added to OLSR that
have the same format of HELLO message. A node crypt with MD5 and RSA (Fig 3, 5-6) and sending
the message to Probing all of its suspected nodes. When a node receives the message Probing,
decrypts it, then he prepares a message to meet ACKprobing. If the node receives a packet of Probing
has no information on the status of the source node, it fails to send the ACKprob. After receiving the
message by the sender it checks the validity of the message ACKprob before using the information it
contains. After the detection and verification of the attack, it sends HAlert to inform other nodes and
then judge around him according to the algorithm ProvedSuspicous().With this architecture is based
on the addition of messages and signatures, OLSRBooK can detect all attacks against OLSR. (TAB1)
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Algorithm ProvedSuspicious() :
i=1; time=n;
While (i<>0) do
If (distance=proved and ACKprob=proved) Then Begin
i=0;
Call Acceptinformation() ;
End;
Else if (distance=suspicious and ACKprob=suspicious) Then begin
i=0;
Call Remove_node_one_hop() ;
Call Remove_node_two_hop() ;
End;
Else if time= 0 Then begin
i=0;
Call Remove_node_one_hop() ;
Call Remove_node_two_hop() ;
End;
Else time=time-1;
End While;

We proposed OLSRBooK secure architecture for fully mobile social networks where OLSR is

used as routing protocol. This structure is based on securing the OLSR routing protocol. The proposed
solution is easy to deploy and requires no time synchronization or location information; nor does it
require any special equipment or complex calculation. For future work is to study the performance of
our system OLSRBooK .
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